@ minvws.nl];
From:
Sent: Mon 8/10/2020 7:57:22 AM
Subject: Re: Urgent, key validation still NOT working for Dutch COVID19 app,blocking go-live
Received: Mon 8/10/2020 7:57:41 AM

Great - thank you very much for confirming.
5.1.2e

On Aug 10, 2020, at 9:23 AM. | ENESECEETNN) IEXETNN @ dictu.nl> wrote:

has checked and validated. And it seems that for test, acceptance and production everythings works fine
now.
We'll do a double check also.

Regards,

van JEXERI M@ sople.com>

Verzonden: maandag 10 augustus 2020 00:05

@ap

ple.com>;
>

Onderwerp: Re: Urgent, key validation still NOT working for Dutch COVID19 app, blocking go-live
Hello all,

| have received confirmation from the security team that the issue should be fixed now - the keys had not been
pushed yet despite what had been communicated.

Can you please let me know if you can successfully validate files now. As | mentioned some time ago, to force an
update on devices, you will need to toggle EN off and back on, otherwise the new keys may take up to 24h to
propagate to all devices.

Thank you for your patience and best regards,

On Aug 9, 2020, at 9:44 PV, [EERECNNNNNE) EXECN @ dictu.nl> wrote:

Just called He is checking out with Cupertino again now. They try to find out what's the
problem. They try to have v10,v11,v12 working tonight. Let us hope it will work. I have askedm
that if everything does not work tonight, that Apple will come tomorrow morning with a proposal for a
working version numbering set, that can work for Apple. I talked about that withandhand
they agreed on it. We can ask Google then to use the same version numbering system. I noticed they
accepted any version numbering system until now as long as the versionnumbers for Test, Acceptance
and Production were different.

Regards,

(also on behalf on L)

e

Dienst ICT Uitvoering (DICTU)
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Ministerie van Economische zaken en Klimaat
Bezuidenhoutseweg 73
2594 AC, Den Haag

5.1.2e

Van: 5.1.2e
Verzonden: zondag 9 augustus 2020 21:05

Onderwerp: RE: Urgent key valldatlon still NOT working for Dutch COVID19 app, blocking go-live

Please involvein the answer again. He fell away from the adressee list.

Regards,

5.1.2¢e

van: [
Verzonden: zondag 9 augustus 2020 20:15

Onderwerp: RE: Urgent key valldatlon still NOT working for Dutch COVID19 app, blocking go-live

Hi guys,

Can you give a status update please?
Time is ticking away here.

Regards,

Dienst ICT Uitvoering (DICTU)

—

Ministerie van Economische zaken en Klimaat
Bezuidenhoutseweg 73
2594 AC, Den Haag

Verzonden: zondag 9 augustus 2020 17:16

Onderwerp: RE: Urgent, key validation still NOT working for Dutch COVID19 app, blocking go-live

HeIIoand others,

We just verified the below public key info:
* Country is correct forall 3
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* MCCis correct for all 3

¢ Bundle ID is correct for all 3

* Version is correct for all 3

* All 3 public keys match: copy-pasted them into 3 different files, did a Unix diff with the public
key files we have for each env, all 3 match.

Kind regards,
Van:<ﬂ@aggle.com>

Verzonden: zondag 9 augustus 2020 16:47

dictu.nl>

Onderwerp: Re: Urgent, key validation still NOT working for Dutch COVID19 app, blocking go-live
Urgentie: Hoog

Is detectExposures() failing with error 5 or differently? Do you have a sysdiagnose or other log? Is it
failing only on specific devices or on all the devices you have tested with?

Can you please confirm the details below are correct? | am trying to double check with Cupertino now.

Thanks,

Country: Netherlands
MCC: 204
Bundle ID: nl.rijksoverheid.en.test
Version: v10
Public Key:
-----BEGIN PUBLIC KEY-----

5.1.2h

-----END PUBLIC KEY-----

Country: Netherlands

MCC: 204

Bundle ID: nl.rijksoverheid.en.acc
Version: v11l

Public Key:

-----BEGIN PUBLIC KEY-----

5.1.2h

-----END PUBLIC KEY-----

Country: Netherlands

MCC: 204

Bundle ID: nl.rijksoverheid.en
Version: v12

Public Key:

-----BEGIN PUBLIC KEY-----

5.1.2h
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-----END PUBLIC KEY-----

Dear all,

Unfortunately we just found out that key validation is NOT working for iOS devices.
This is contrary to the successful validation we reported yesterday.

We tested with iOS 13.6. We forced key update before the test.

This is now blocking the release of the Dutch COVID19 app.
We need to submit the app for review tomorrow, so this is most urgent now.

Could you please verify as soon as possible that the keys are set up as follows:

Bundle-id - key version - region - public ke
nl.rijksoverheid.en.test - vl0 - 204 =

27437.txt (attachment to this mail)

nl.rijksoverheid.en.acc = vill - 204 =
27817.txt (attachment to this mail)

nl.rijksoverheid.en - w12 - 204 =

27923.txt (attachment to this mail)
Could you please provide a contact that we can verify this directly with?

Thanks in advance and kind regards,

Dutch CoronaMelder project (next to
e

Van apple.com>

Verzonden: zaterdag 8 augustus 2020 17:11

Onderwerp: Re: urgent RE: New public keys for the Coronamelder app

Great, thanks for letting us know!
Best,

On Aug &, 2020, o 11:15 v, IR
<

dictu.nl> wrote:

Thanks for the great news!
We validated here and every went successfully!

Thanks a lot for all the effort.
As you can imagine, we are very happy here!

Regards,

_J

Dienst ICT Uitvoering (DICTU)
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!m'slene van Economische zaken en Klimaat

Bezuidenhoutseweg 73
2594 AC, Den Haag
5.1.2e

van: JEEBBl@acole.com>

Verzonden: zaterdag 8 augustus 2020 09:31
Aan:
CC:

apple.com>; h,

Onderwerp: Re: urgent RE: New public keys for the Coronamelder app
Urgentie: Hoog

Hello IEKEEN
The keys are now up on the server, since ~1 AM today.
Can you please confirm that key bundles are now validating successfully.

We haven’t revoked the existing keys; please let me know when you wish to
do that.

Best reia rds,

dictu.nl> wrote:

Hi | and [ERES

Do you know if the change has already been pushed through?

(By the way, I took out of the discussion line because I
heard from that was only replacint_:(jmm the
holidays of if you want him back in the discussion line

you can do that of course).

Regards,

5.1.2e
Dienst ICT Uitvoering (DICTU)

Ministerie van Economische zaken en Klimaat
Bezuidenhoutseweg 73
2594 AC, Den Haag

var SKE B @soole com>

Verzonden: donderdag 6 augustus 2020 13:13
aan: [IGEDN) BEE @ dictu o>
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Onderwerp: Re: urgent RE: New public keys for the Coronamelder app
Urgentie: Hoog

| can confirm that the keys were passed on to our security team
yesterday, and they should be available in the system today.
They collect keys from several countries and set them up
periodically, this didn’t happen yesterday so | expect it to
happen today around 4 pm PDT.

| hadn’t confirmed yesterday because they weren’t set up yet.

| will confirm once they will be set up in the system.

Once the keys are up, they can take up to 24h to propagate to
all devices automatically.

To force an update on a specific device, you can switch off and
back on Exposure Notifications in settings. This will force a
download of the latest keys.

Hope this helps,

On Aug 6, 2020, at 11:18 AV, [ IIINIEEE.
EEY) EEEE o dictu.nl> wrote:

Hiand 5.1.2¢

- We will setup keys submitted on 22 July as v
10/11/12, and will confirm setup later today.

Can you give us as soon as possible feedback on
this? We did not get confirmation yesterday from
Apple and we are urgently waiting for it.

Regards,

5.1.2e

Dienst ICT Uitvoering (DICTU)
5.1.2e

Hlms'ene van Economische zaken en Klimaat

Bezuidenhoutseweg 73
2594 AC, Den Haag

van: {R@apple.com>

Verzonden: woensdag 5 augustus 2020 15:34
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Onderwerp: Re: urgent RE: New public keys for the Coronamelder app

To confirm key setup:

- We will setup keys submitted on 22 July as v
10/11/12, and will confirm setup later today.

- Once you ready to submit new keys we will
submit them as v 20/21/22. —> When are you
planning to submit these?

On 5 Aug 2020, at 11:33, | EXEN.
)

< dictu.nl> wrote:

@m thanks a lot!

Van:
< apple.com>

Ie.com>

ECE

@dictu.nl>;

Onderwerp: Re: urgent RE: New public keys for the Coronamelder app

i |

I've sent you, andan
invite for 14:30.

Join or start from Webex:

5.1.2h



5.1.2e
Dienst ICT Uitvoering (DICTU)
5.1.2e

Verzonden: woensdag 5 augustus 2020 11:43

On 5 Aug 2020, at

> wrote:

We are going test on it
now.

But we also would
really like a call
because we need to
make some shortcuts
now. (We a number of
questions).

Can we set up a
meeting at 14.30
Netherlands time?
Can you send a webex
invite.

Participants on our side
will be:

We will talk about all
topics than. Including
the gaps between
numbers etc.

Ministerie van

Economische zaken en

Klimaat

Bezuidenhoutseweg 73

2594 AC, Den Haag
5.1.2e

Van:
apple.com>




apple.com>

Onderwerp: Re: urgent RE: New public keys for the Coronamelder app

nl.rijksoverheid.en.acc: v1

nl.rijksoverheid.en: v2

et JENECN

| just got confirmation
from Cupertino right
now that these are the
versions that the keys
were uploaded as:

nl.rijksove
rheid.en.t
est: vl

| am confident this
explains the signature
validation issue, if not
then please let me
know.

| didn’t set up a call
earlier because I didn’t
think it'd be useful
since | did not know
what version numbers
the keys had been set
up as, at that point. If
you still think it’s useful
to do acall, let me
know. I’'m on vacation
too but can easily jump
on a call until 12:30
CEST or between 2:20
and 4 PM CEST.

Best,

On Aug5,
2020, at
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10:05 AM,

Version:
v2t

we setup
a videocall
as soon as
possible?
Talking
about this
through
mail cost
us too
much
time and
this
problem is
really on
the critical
path in
our
project
now.
From our
side will
articipate

o
3
3
o

Regards,
5.1.2e

5.1.2e
51.2e

5.1.2e
Dienst ICT Uitvoering (DICTU)

inisterie

<
Q
=2

Economis

che zaken
en Klimaat
Bezuidenh
outseweg

73

2594 AC,

Den Haai

Van: =ikl
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s 5.1.2¢ |
Mleap

ple.com>
Verzonden: woensdag 5 augustus 2020 09:58

Aan: ) dictu.nl>
le.com>;

CcC:

nl>
Onderwerp: Re: urgent RE: New public keys for the Coronamelder app
Urgentie: Hoog

Hello

| have
asked
Cupertino
but | will
likely not
get areply
until later
today. In
the
meantime
, €an you
please
confirm
what
version
number
you are
specifying
in the key
bundle file
(protobuf
header)?

If you test
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this using
the -test
entitleme
nt, you
will be
able to
call
detectExp
osures()
as many
times as
you need
without
incurring
into rate
limiting.

Best,

On Aug 5, 2020, at 9:32 AM, 5.1.2e )
I e victu.ni> wrote:

+ I

I want to escalate the problem we have with the keys.
This is important and urgent to us because we cannot do
anything now with iOS at the moment!

EEFEZ3s on holidays and is a little less good available now.

Can we get soon an answer on the question below?
Can we set up a call today?

Regards,

5.1.2e¢

Dienst ICT Uitvoering (DICTU)

Ministerie van Economische zaken en Klimaat
Bezuidenhoutseweg 73
2594 AC, Den Haag

@apple.com>;
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Onderwerp: RE: New public keys for the Coronamelder app

And now with the sig and bin file.

Regards,

Hiand 5.1.2¢

We just verified the GAEN signature check on our Test
environment and there seems to be misconfiguration. The
bluetooth daemon service is throwing the following error (as
found in Console.app):

The EN framework returns the following error when detecting
exposures:

The configuration we're using is:

Bundle identifier: nl.rijksoverheid.en.test
Entitlements used: com.apple.developer.exposure-notification
only (NO debug entitlements)

I've attached an example sig/bin file resulting in the error.
Could you please validate the configuration on your side?

Also, for our ACC (nl.rijksoverheid.en.acc) and Product
(nl.rijksoverheid.en) environments we are currently unable to
validate the signature check yet, as those environments are not
yet up and running on our sides. It might be we will come back
in the next few days in case those aren't working for us. For
now, we'd like to focus on Test (nl.rijksoverheid.en.test) to
unblock development.

Regards,

§5.1.2e



Dienst ICT Uitvoering (DICTU)

Ministerie van Economische zaken en Klimaat
Bezuidenhoutseweg 73
2594 AC, Den Haag

51.2e

Onderwerp: RE: New public keys for the Coronamelder app

We are checking it now. Can you let us know if the keys are
fully set up for acceptance and production too?

And just to make sure: it means also than that we don't need to
send a sig/bin combination for the environments anymore.

Correct?

Regards,

Dienst ICT Uitvoering (DICTU)

Ministerie van Economische zaken en Klimaat
Bezuidenhoutseweg 73
2594 AC, Den Haag

5.1.2e

Onderwerp: Re: New public keys for the Coronamelder app

el [ENEEN

Yes, the keys were fully set up after 24-48h since your request,
can you please let me know if key bundles signed with your

547406



public key are now being correctly validated by iOS?

Thanks,
5.1.2e

< dictu.nl> wrote:

1] 5.1.2¢ EBS] 5.1.2¢

Has the process below been finished? Are all the
mentioned keys uploaded now? And is everything ok?
The mail below only says that the security team has been
instructed to upload the keys.

Hope to hear from you.

Regards,

Dienst ICT Uitvoering (DICTU)

Ministerie van Economische zaken en Klimaat
Bezuidenhoutseweg 73
2594 AC, Den Haag

Van: 5.1.2e s I‘EWBJAS 3TRE
Verzonden: woensdag 22 juli 2020 15:50

Onderwerp: Re: New public keys for the Coronamelder
app

Thank you very much - received.

| have instructed our security team to upload all three, the
current ones will *not* be revoked/invalidated, so you can
just reference these ones by using the new version
number (v2, | presume, if you were using v1 until now) in
your key bundle files.

Should you wish to revoke the current ones, please let me
know.

Thank you,

547406



OnJul 22, 2020, at 10:04 AM, 5.1.2e
() dictu.nl> wrote:

In the attachments I send you here the new public
keys, which we promised to deliver.

The public keys should be configured as follows:

Can you please send us feedback that you received
everything and you have enough information with
this about this topic .

regards,

Dienst ICT Uitvoering (DICTU)

Ministerie van Economische zaken en Klimaat
Bezuidenhoutseweg 73
2594 AC, Den Haag

5.1.2e

Onderwerp: New public keys for the Coronamelder
app

v TN
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This mail is to inform you guys that we will create
new public keys for the Coronamelder app. We
have to do that because we have another partner
now that is building and hosting the backend.
Later this week the public keys will be created and
distributed to Apple.

We have three environments.

Test

Bundle-id will be: nl.rijksoverheid.en.test
We distribute the app through Appcenter
Gets a new public key.

Acceptation

Bundle-id will be nl.rijksoverheid.en.acc

store Applele

We distribute the app through Testflight (internal
testers)

Gets a new public key

Production

Bundle-id will be nl.rijksoverheid.en
store ApplelD:
We will first distribute the app through Testflight
((internal testers for final check) and later through
the App Store

Public key is replaced

Later this week we will communicate more with
you about this topic.

Regards,

Dienst ICT Uitvoering (DICTU)

Ministerie van Economische zaken en Klimaat
Bezuidenhoutseweg 73
2594 AC, Den Haag

Dit bericht kan informatie bevatten die niet voor u is bestemd.
Indien u

niet de geadresseerde bent of dit bericht abusievelik aan u is
gezonden,

wordt u verzocht dat aan de afzender te melden en het
bericht te

verwijderen.

De Staat aanvaardt geen aansprakelijkheid voor schade, van
welke aard

ook, die verband houdt met risico's verbonden aan het
elektronisch

verzenden van berichten.

This message may contain information that is not intended for
you. If you

are not the addressee or if this message was sent to you by
mistake, you

are requested to inform the sender and delete the message.
The State accepts no liability for damage of any kind resulting
from the

risks inherent in the electronic transmission of

messages. 51.2h

5.1.2h
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HTML Disclaimer Title

Tekstaangepast Dit bericht kan informatie bevatten die niet voor u is
bestemd. Indien u niet de geadresseerde bent of dit bericht abusievelijk aan u
is toegezonden, wordt u verzocht dat aan de afzender te melden en het
bericht te verwijderen. De Staat aanvaardt geen aansprakelijkheid voor
schade, van welke aard ook, die verband houdtmet risico’s verbonden aan
het elektronisch verzenden van berichten.

This message may contain infarmation that is not intended for you. If
you are not the addressee or if this message was sent to you by
mistake, you are requested to inform the sender and delete the
message. The State accepts no liability for damage of any kind
resulting from the risks inherent in the electronic transmission of
messages. <

Dit bericht kan informatie bevatten die niet voor u is bestemd. Indien u
niet de geadresseerde bent of dit bericht abusievelik aan u is
gezonden,

wordt u verzocht dat aan de afzender te melden en het bericht te
verwijderen.

De Staat aanvaardt geen aansprakelijkheid voor schade, van welke
aard

ook, die verband houdt met risico's verbonden aan het elektronisch
verzenden van berichten.

This message may contain information that is not intended for you. If
g?: not the addressee or if this message was sent to you by mistake,
glc": requested to inform the sender and delete the message.

The State accepts no liability for damage of any kind resulting from
:‘;(s inherent in the electronic transmission of messages.

Dit bericht kan informatie bevatten die niet voor u is bestemd. Indien u
niet de geadresseerde bent of dit bericht abusievelijk aan u is gezonden,
wordt u verzocht dat aan de afzender te melden en het bericht te
verwijderen.

De Staat aanvaardt geen aansprakelijkheid voor schade, van welke aard
ook, die verband houdt met risico's verbonden aan het elektronisch
verzenden van berichten.

This message may contain information that is not intended for you. If you
are not the addressee or if this message was sent to you by mistake, you
are requested to inform the sender and delete the message.

The State accepts no liability for damage of any kind resulting from the
risks inherent in the electronic transmission of messages.

Dit bericht
kan
informatie
bevatten die
niet voor u
is bestemd.
Indien u

niet de geadresseerde bent of dit bericht abusievelijk aan u is gezonden,

wordt u verzocht dat aan de afzender te melden en het bericht te

verwijderen.

De Staat aanvaardt geen aansprakelijkheid voor schade, van welke aard

ook, die verband houdt met risico's verbonden aan het elektronisch

verzenden van berichten.

This message may contain information that is not intended for you. If you
are not the addressee or if this message was sent to you by mistake, you
are requested to inform the sender and delete the message.

The State accepts no liability for damage of any kind resulting from the
risks inherent in the electronic transmission of messages.

Dit bericht kan informatie
bevatten die niet vooru is

bestemd. Indien u
niet de geadresseerde bent of dit bericht abusievelijk aan u is gezonden,
wordt u verzocht dat aan de afzender te melden en het bericht te
verwijderen.
De Staat aanvaardt geen aansprakelijkheid voor schade, van welke aard
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ook, die verband houdt met risico's verbonden aan het elektronisch
verzenden van berichten.

This message may contain information that is not intended for you. If you
are not the addressee or if this message was sent to you by mistake, you
are requested to inform the sender and delete the message.

The State accepts no liability for damage of any kind resulting from the
risks inherent in the electronic transmission of messages.

Dit bericht kan informatie bevatten die niet
voor u is bestemd. Indien u

niet de geadresseerde bent of dit bericht abusievelijk aan u is gezonden,

wordt u verzocht dat aan de afzender te melden en het bericht te

verwijderen.

De Staat aanvaardt geen aansprakelijkheid voor schade, van welke aard

ook, die verband houdt met risico's verbonden aan het elektronisch

verzenden van berichten.

This message may contain information that is not intended for you. If yau
are not the addressee or if this message was sent to you by mistake, you
are requested to inform the sender and delete the message.

The State accepts no liability for damage of any kind resulting from the
risks inherent in the electronic transmission of messages.

Dit bericht kan informatie bevatten die niet voor u is
bestemd. Indien u

niet de geadresseerde bent of dit bericht abusievelijk aan u is gezonden,

wordt u verzocht dat aan de afzender te melden en het bericht te

verwijderen.

De Staat aanvaardt geen aansprakelijkheid voor schade, van welke aard

ook, die verband houdt met risico's verbonden aan het elektronisch

verzenden van berichten.

This message may contain information that is not intended for you. If you
are not the addressee or if this message was sent to you by mistake, you
are requested to inform the sender and delete the message.

The State accepts no liability for damage of any kind resulting from the
risks inherent in the electronic transmission of messages.

Dit bericht kan informatie bevatten die niet voor u is bestemd. Indien u
niet de geadresseerde bent of dit bericht abusievelijk aan u is gezonden,
wordt u verzocht dat aan de afzender te melden en het bericht te
verwijderen.
De Staat aanvaardt geen aansprakelijkheid voor schade, van welke aard
ook, die verband houdt met risico's verbonden aan het elektronisch
verzenden van berichten.

This message may contain information that is not intended for you. If you
are not the addressee or if this message was sent to you by mistake, you
are requested to inform the sender and delete the message.

The State accepts no liability for damage of any kind resulting from the
risks inherent in the electronic transmission of messages.

Dit bericht kan informatie bevatten die niet voor u is bestemd. Indien u
niet de geadresseerde bent of dit bericht abusievelijk aan u is gezonden,
wordt u verzocht dat aan de afzender te melden en het bericht te
verwijderen.
De Staat aanvaardt geen aansprakelijkheid voor schade, van welke aard
ook, die verband houdt met risico's verbonden aan het elektronisch
verzenden van berichten.

This message may contain information that is not intended for you. If you
are not the addressee or if this message was sent to you by mistake, you
are requested to inform the sender and delete the message.

The State accepts no liability for damage of any kind resulting from the
risks inherent in the electronic transmission of messages.

Dit bericht kan informatie bevatten die niet voor u is bestemd. Indien u
niet de geadresseerde bent of dit bericht abusievelijk aan u is gezonden,
wordt u verzocht dat aan de afzender te melden en het bericht te
verwijderen.
De Staat aanvaardt geen aansprakelijkheid voor schade, van welke aard
ook, die verband houdt met risico's verbonden aan het elektronisch
verzenden van berichten.



This message may contain information that is not intended for you. If you

are not the addressee or if this message was sent to you by mistake, you

are requested to inform the sender and delete the message.

The State accepts no liahility for damage of any kind resulting from the

risks inherent in the electronic transmission of messages.
<bundle-TST-27437.txt><bundle-ACC-27817.txt><bundle-PROD-27923.txt>

Dit bericht kan informatie bevatten die niet voor u is bestemd. Indien u
niet de geadresseerde bent of dit bericht abusievelijk aan u is gezonden,
wordt u verzocht dat aan de afzender te melden en het bericht te
verwijderen.
De Staat aanvaardt geen aansprakelijkheid voor schade, van welke aard
ook, die verband houdt met risico's verbonden aan het elektronisch
verzenden van berichten.

This message may contain information that is not intended for you. If you
are not the addressee or if this message was sent to you by mistake, you
are requested to inform the sender and delete the message.

The State accepts no liability for damage of any kind resulting from the
risks inherent in the electronic transmission of messages.

Dit bericht kan informatie bevatten die niet voor u is bestemd. Indien u
niet de geadresseerde bent of dit bericht abusievelijk aan u is gezonden,
wordt u verzocht dat aan de afzender te melden en het bericht te
verwijderen.
De Staat aanvaardt geen aansprakelijkheid voor schade, van welke aard
ook, die verband houdt met risico's verbonden aan het elektronisch
verzenden van berichten.

This message may contain information that 1s not intended for you. If you
are not the addressee or if this message was sent to you by mistake, you
are requested to inform the sender and delete the message.

The State accepts no liability for damage of any kind resulting from the
risks inherent in the electronic transmission of messages.
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